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Installing ScanCentral Controller

In the Download foldeextract ScanCentraControllerzip file.

; Fortify_ScanCentral_Controller_20.1.0

Downloads » Fortify_ScanCentral_Controller_20.1.0 »

.

o) Mame

Docs
, Fortify_ScanCentral_Client_20.1.0_x64
D Fortify_ScanCentral_Client_20.1.0_x64.zip.sig
; Fortify_ScanCentral_Controller_20.1.0_x64
D Fortify_ScanCentral_Controller_20.1.0_x64.zip.sig

30-04-2020 16:43

Date modified

30-04-2020 16:39
15-04-2020 16:04
15-04-2020 16:04
15-04-2020 16:13
1

5-04-2020 16:13

Compressed (zipp...

Type

File folder

Compressed (zipp.

SIG File

Compressed (zipp...

516G File

Unzip the Fortify_ScanCentral_Controller_20.1.0_x64.zip.

nloads * Fortify_ScanCentral_Controller_20.1.0 »
MName
Docs
Fortify_ScanCentral_Controller_20.1.0_x64
g Fortify_ScanCentral_Client_20.1.0_x64
D Fortify_ScanCentral_Client_20.1.0_x64.zip.sig
5 Fortify_ScanCentral_Controller_20.1.0_x64
D Fortify_ScanCentral_Controller_20.1.0_x64.zip.sig

Date modified

30-04-2020 16:39
02-06-2020 17:13
15-04-2020 16:04
15-04-2020 16:04
15-04-2020 1613

15-04-2020 16:13

Type

File folder
File folder

Compressed (zipp...

51G File

Compressed (zipp...

3IG File

Move the 'Fortify_ScanCentral_Controller_20.1.0_x64

Files \ Fortify  folder.

:al Disk (C:) » Program Files » Fortify »

175,439 KB

w
Size
61,375 KB
1KB
1,14,282 KB
1KB
b1
Size
61,375 KB
TKE
1,714,282 KB
TKB

" folder to C\ Program

P
MName Date medified Type Size
Fortify Weblnspect 20-05-2020 0%:11 File folder
Fortify Weblnspect Enterprise 20.1.0 20-05-2020 08:52 File folder
Fortify Weblnspect Enterprise 20.1.0 Console 20-05-2020 0%:07 File folder
Fortify_SCA_and_Apps_20.1.0 26-05-2020 12:55 File folder
Fortify_ScanCentral_Controller_20.1.0_x64 02-06-202017:13 File folder
WIE Desktop 20.1.0 29-05-202011:22 File folder
Open the folder.
I Disk (C:) » Program Files » Fortify » Fortify_ScanCentral_Controller_20.1.0 x84 > tomcat » conf v
MName Date modified Type Size
D catalina.policy 15-04-2020 12:48 POLICY File 13KB
|:] catalina.properties 15-04-2020 12:48 PROPERTIES File 3KB
=] context 15-04-2020 12:48 XML Document 2 KB
=] jaspic-providers 15-04-2020 12:48 XML Document 2 KB
&5 jaspic-providers.xsd 15-04-2020 12:48 XML Schema File IKB
|:] legging.properties 15-04-2020 12:48 PROPERTIES File 5KB
=] server 15-04-2020 12:48 XML Document S8 KB
=] tomcat-users 15-04-2020 12:48 XML Document IKB
25 tomcat-users.xsd 15-04-2020 12:48 XML Schema File JKB
=| web 15-04-2020 12:48 XML Document 173 KB
Openserver.xml  oftomcat \ conf folder in Notepad++.



Note: In this server SSC and Jenkins is already running on port 8080 so, we need to change port of
ScanCentratomponents.e. 8280 else there will be a port conflict.

El<!-- Hote: A& "Server™ is not itself a "Container”, so you may not
define subcomponents such as "Valves" at this lewvel.
Documentation at /docs/config/server.html

[SITERE

h(Server port="8005" shutdown="SHUTDOWN">

<Listener claszName="org.apache.catalina.startuop.VersionlLoggerListener" />
ﬁ <!-- Security listener. Documentation at /fdocs/config/listeners.html
<Listener classHame="org.apache.catalina.security.3ecuritylistener” />
S-S

Ra R3 B3 B3 BRI ORI ORI RS

S TR S R N

<!--LPR library loader. Documentation at /docs/apr.html —->

Find the server port 8005, and change it to 8205.

<!—— Hote: A "Server" is not itself a "Container™, so you may not
define subcomponents such as "Valves" at this level.
Documentation at /docs/config/server.html

[¥]

h;<5erver port="8205" shutdown="S5HOTDOWN" >

-y
23 <Listener classlame="org.apache.catalina.startup.VersionLoggerListener” />
24 [% <!-- Security listener. Documentation at fdocs/config/listeners.html
25 <Listener classMlame="org.apache.catalina.security.Securitylistensr” />
28 H =
62 é] <!—— A "Connector"™ represents an endpoint by which requests are receiwved
3 and responses are returned. Documentation at
64 Java HTITP Connector: /docs/config/http.html
65 Jawa LJP Connector: /docs/config/ajp.html
66 BPR (HTTPE/AJPF) Connector: /docs/apr.html
67 Define a non-55L/TLS HTTP/1.1 Connector on port B080
g B =
| <Connector port="8080" protocol="HTTE/1.1"
CONNect 10Nl Ineonc—r2oooan
redirectPort="8443" />
<!—— A "Connector"™ using the shared thread pool--3>

[T] <l
e e ami_—am

Fi—ﬁd the port Connector port 80 and change it to 8280.

Note: In case you are planning to use SSL Port then make sure port 8443 is also change to some other non
conflicting port.

62 é <!—-— 4 "Connector" represents an endpoint by which requests are received
3 and responses are returned. Documentation at

a4 Java HTTP Connector: /docs/config/http.html

65 Java AJP Connector: /fdocs/config/ajp.html

a6 APR (HTTP/AJP) Connector: /docs/apr.html

67 Define a non-35L/TLS HITE/1.1 Connector on port B080

«<Connector port="8280" protocol="HTTE/1.1"

7 7 7 141 ¥ oUT=TZ0000
redirectPort="8443" />

<!=-— &4 "Connector" using the shared thread pool-->

ET] <l--

Save the file.

Open theC: \ Program
Files \ Fortify \ Fortify_ScanCentral_Controller_20.1.0_x64 \ tomcat \ webapps\ scancentra
[ -ctrl \ WEBINF\ classes \ config.properties file in Notepad++.



this url=http://localhost:8080/scancentral-ctrl

ssc remote ip=

Ebcate and fix the URLSs.

! st fssc
fortify201.mvhome.com: 8080/ss¢c

down modeofal

# 33c shared sec e
s8sc cloudctrl secret=changeme

TEMOTE IF auare TOT
iress resoled from ssc

Save the File.

Bl Administrator: C\Windows\System32\cmd.exe

Windows [Version 10.0.14393]
osoft Corporation. All hts reserved.

C:\Program Files\Fortify\Fortify_ScanCentral_Controller_20.1.8 x64\tomcat\bin>g

Open CMD in ScanCentral_Controller's torvigiait folder. Make ste CMD is having Adminstrator privilidge.

@8 Administrator: CAWindows\System32\cmd.exe - o %

Microsoft Windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Program Files\Fortify\Fortify_ScanCentral_Controller_20.1.0_x64\tomcat\bin>service.bat install ScanCentralControlle

Run the command
> service.bat install ScanCentralController

B Administrator; C:\Windows\System32\cmd.exe - 0O X

Microsoft Windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Program Files\Fortify\Fortify ScanCentral_Controller_20.1.8_x64\tomcat\bin>service.bat install ScanCentralController
Installing the service 'ScanCentralController’

Using CATALINA_HOME: "C:\Program Files\Fortify\Fortify ScanCentral_Controller_20.1.0_x64\tomcat"

Using CATALINA_BASE: \Program Files\Fortify\Fortify_ScanCentral_Controller_20.1.0_x64\tomcat"

Using JAVA_HO! \Program Files\Java\jdk1.8.8_ 251"

Using JRE_HOME: \Program Files\Java\jdkl.8.@_251\jre"

Using JVI "C:\Program Files\Java\idkl.8.0 251\jre\bin\server\jvm.dll"

The service 'ScanCentralController' has been installed.

[CTPTOgrai riles\rortITy\rortiTy Scancentrai controirer, 20.1.0_x64\tomcat\bin>

Open services.msc




% Services
File Action View Help
= @B 6]
O Sewvices (Local) || Name
C, ActiveX Installer (AxinstSV)

lloyn Router Service
ScanCentralController  Apache Tomea

| » ®nw
Description Status Startup Type Log On As
Provides User Accoun. Manual Local Syste...
Routes Allloyn mes: Manual (Trig...  Local Service
Manual

pache Temcat .0 Temeatd Apache Tomeat 9.035.. Running  Manual Local Service
pp Readiness Gets apps ready for us... Manual Local Syste..
Provides administrativ... Running  Automatic Local Syste...

Application Host Helper Service
pplication Identity
. Application Information

Find the new Apaéhe/Tomcaf 9.0 ScanCentralController service.

Make this service Automatic (Delayed Start).
x

Manual (Trig... Local Service
Local Syste...

Determines and verifi...
Facilitates the running... Manual (Trig..

Apache Tomncat 9.0 ScanCentralController Properties (Local Compu..

General LogOn Recovery Dependencies

Service name:  ScanCentralContraller

Display name: Apache Tomeat 5.0 ScanCentralController

Descri . ache Tomeat 9.0.33 Server -
esciiption Fps:fﬁomcat.apache.orgf

Path to executable:

"C:\Program FilestFortify\Fortify_ScanCentral_Controller_20.7.0_x64"tomcal

w

Startup type: | Automatic (Delayed Start)

Service status:  Stopped

Start Stop Pauze Resume

“fou can specify the start parameters that apply when you start the service
from here

Start parameters: |

=

In Log On¢change to "Local System account" and Enable "Allow service to interact with desktop".

Apache Tomcat 9.0 ScanCentralController Properties (Local Compu..

General Log On  Recovery Dependencies

Log on as:

(®) Local System account
Alow service to interact with desktop

() This account: Browse..
Password

Canfirm passward:

Start the service.

% Services
File Action View Help

e |FEdHE > a0

LogOnas  *
Manual Local Syste..

Manual (Trigger Start) Local Semvice
Local Service

& Services (Local) || Name Description Status Startup Type

i, ActiveX Installer (AxinstSV)
&) Allloyn Router Service

pache Tomca

Provides User Accoun...

Routes Allloyn messa.

Running Automatic (D

anCentralController  Apache Tomcat

Local Service

pache Tomeat 9.0 Tomcatd Apache Tomcat 9.0.35.. Running  Manual
£, App Readiness Gets apps ready for us... Manual Local Syste...
Local Syste..

Provides administrativ.. Running Automatic

i), Application Host Helper Service



Start the Browser and connect to port 828the URL will be
http://fortify20 1.myhome.com:8280/scancentratrl



http://fortify201.myhome.com:8280/scancentral-ctrl

@ Fortify ScanCentral Controller X +
&« C @ Notsecure | fortify201.myhome.com:8280/scancentral-ctrl/

Fortify ScanCentral Controller

This message indicates that Fortify ScanCentral Controller is working.

Configuring ScanCentral in SSC

Now open SSC and login as admin.

Open Administration> Configurationr> ScanCentral.

| fortify201.myhome.com:8080/ssc/html/ssc/admin/configuration/cloudscan

DASHBOARD  APPLICATIONS REPORTS ADMINISTRATION

SCANCENTRAL CONFIGURATION @

O Enable ScanCentral
ScanCentral controller URL

http://localhost:8080/cloud-ctrl

ScanCentral poll period (seconds)

120

SSC and ScanCentral controller shared secret o

A Changed values are applied only after server restart.

Enable the Scan@t&al.



\ fortify201.myhome.com:8080/ssc/html/ssc/admin/configuration/cloudscan

DASHBOARD  APPLICATIONS REPORTS ADMINISTRATION

SCANCENTRAL CONFIGURATION @

Enable ScanCentral

ScanCentral controller URL*
http:#fortify201l.myhome.com:8280/scancentral-ctrl

ScanCeniral pell period (seconds)®

30

55C and ScanCentral controller shared secret# o

A Changed values are applied only affer server restart.

In the ScanCentral URilttp://fortify201.myhome.com:8280/scancentrattr|
The Poll Period: 30 seconds

Shared Secret: changeme

Click Save.

Note: if you want to usalifferent Shared Secret then make the changes in the below file

« Fortify » Fortify_ScanCentral_Controller_20.1.0_x64 » tomcat » webapps » scancentral-ctrl > WEB-INF » classes ~ | O Search classes
A Name Date modified Type Size
. 15-04-2020 12:48 File folder
15-04-2020 12:48 File folder
* 15-04-2020 12:49 PROPERTIES File 5KB
4 dbCloudCtr|_1.0.0 15-04-2020 12:49 XML Document 3KB
b4 =] dbCloudCtrl_3.20 15-04-2020 12:49 XML Document TKB
Ch\Program Files\Fortify\Fortify_ScanCentral_Controller_20.1.0_x64\tomcat\webapps\scancentral-ctr\WEB-INF\classes\config.properties - hotepadﬂ- [Adm..
via GitLab
File Edit Search View Encoding Language GSettings Tools Macro Run  Plugine  Window 7
cHHBRLBlsmb|ipea%s 2x | HE(SEDERc BENRE B
B ForfyAd bt args (3] B FortfyAd bat bytecode args (3| Bl new 2 (3| B settings ol 3 | BB settings enl (3| B pom . org (3| BB commons-daemon 2020-06.021og £ [=
L) 4 ssc url
61 ssc_url=http://localhost:B8180/ssc
62 # 3sc lockdown mode
&3 ssc_lockdown mode=false
1 T = T intext password or password encoded by pwtool can be used
65 ssc_clnud:trl_sacret:changeme‘
&7 # pool mapping mode; value must be DISABLED when used with 5SC release older then 16.20;
68 # available values:
3] # - DISABLED: client can request any pool, mapping from app. wersion to pool by S55C is never reques
70 % - ENABLED: client can request any pool, mapping from app. version to pool by SS5C is requested
71 # - ENFORCED: client cannot request pool, mapping from app. version to pool by SS5C is requested
Aeommrsimen - O
&« C A Not secure | fortify201.myhome.com:8080/ssc/html/ssc/admin/ct loudscan * O

DASHBOARD APPLICATIONS REPORTS ADMINISTRATION

Software Security Center

A application must be restarfed to

apply the configuration changes.
more..

ScanCentral

s & Tading SCANCENTRAL CONFIGURATION @

Enable ScanCentral

Templates
ScanCentral controller URL*
Users
http:/ffortify20Lmyhome.com:8280/scancentral-ctrl
Plugins

ScanCentral poll period (seconds)*
Configuration
0
AppSec Training
55C and ScanCentral controller shared secret+ @
Audit Assistant

BIRT Reports

Core
A Changed values are applied only after server restart.

Email



http://fortify201.myhome.com:8280/scancentral-ctrl

Restart SSC's Tomcat.

I * C  ® MNotsecure | fortify201.myhome.com:B080/s:

D SCANS APPLICATIONS REPORTS ADMINISTRATION

Controller

SSCURL O

ScanCentral

hitp:fffortity201.myhome.com:8080/ssc
ScanCentral controlier URL 6

hitpyifortify201.myhome.com:8280/scancentral-ctrl

Last poll starus & Last Controller poll © Last poll time ©
Available 08/02/2020 £:13:41 PM 06/02/2020 6:1

Controller start time &

06/02/2020 6:13:03 PM

Sensor Pools Max file size for upload 6 Controller disk free €& Centrol

43GB 414 GB 008
Sensor shelf life © Sensor inactive delay O Job expiration & Job clean up period O
im 1h 7d 1h

SMTP host SMTP port Qutgoing email address €

lacalhast 25 changeme@yourcompanyname.com

55C lockdown mode © Pool mapping mode O

False Disabled

Login into SSC and click on SCANSontroller.

Validate that the information from the config file displays in the screen.

ConfiguringScanCentral Sensor

Now configure the Sensar

léf' C:\Program Files\Fortify\Fortify_5CA_and_Apps_20.1.0\Core\confighworker.properties - Notepad++ [Administrator]
File Edit Search View Encoding Language Settings Tools Macro Run  Plugins  Window 7

scHHER A +sMD/2e|lny 2% EBE(ST1EREHz ®|0

[ config properties £ [ worker properties E3 |
worker auth token—CHANGEME123 !|

Create a file asC:\ Program
Files \ Fortify \ Fortify_SCA_and_Apps_20.1.0 \ Core\ config \ worker.properties " and enter

the text as above.

Note: if you want to change the different token then you need to first change in the controller
config.properties file then on worker.properties.

Go to the folder €:\ Program

Files \ Fortify \ Fortify SCA_and_Apps_20.1.0 \ bin \ scancentral - worker - service " open CMD
as Administrator.

10



IC:\Program Files\Fortify\Fortify_SCA_and_Apps_20.1.0\bin\scancentral-worker-service>setupworkerservice.bat
s S S S S S S ok S S R R S K e S S S SRR S SR K R R SRS R SR SR SRR R KRRk SR R R Rk

ICopyright 2608-2019 Micro Focus or one of its affiliates.

Running batch file for configuring the ScanCentral Worker service
RO OR KRR R OK OO RO R OR R R R R RO R R R KRR KRR R KRR X

Incorrect arguments to command.

"setupworkerservice.bat” <fortify_release_version> <scancentral_controller_url> <scancentral_worker_auth> [pwtoo
1_keys_file]
fortify_release_version - major.minor version of Fortify release (minimum supported version is 4.00)

scancentral_controller_url - url of ScanCentral controller (of the form http(s)://controllerhost:port/sc-ctrl)
scancentral_worker_auth - worker auth token as configured in controller's config.properties
pwtool_keys_file: - only required if value of scancentral worker_auth is encoded using pwtool

For example using plaintext password:

"setupworkerservice.bat" 4.3@ cscontroller.example.com changeme
or using encoded password:

"setupworkerservice.bat" 4.30 cscontroller.example.com {fp@}a30YiOetjwRcUFESoGnMykbwSMtBckqSENHaRBYv1+E=
s\pwtool.keys

IC:\Program Files\Fortify\Fortify SCA_and Apps_20.1.0\bin\scancentral-worker-service>

Create a folder name@:\ ScanCentralWorkdir

IC:\Program Files\Fortify\Fortify_SCA_and_Apps_20.1.0\bin\scancentral-worker-service> mkdir c:\ScanCentralhorkdir g

C:\Program Files\Fortify\Fortify_SCA_and_Apps_26.1.6\bin\scancentral-worker-service>setupworkerservice.bat 20.1.0 http:/
/fortify201.myhome.com:8280/scancentral-ctrl CHANGEME123!

The command will be
setupworkerservice.bat 20.1.0 http://fortify201.myhome.com:8280/scancentral - ctrl
CHANGEME123!

C:\Program Files\Fortify\Fortify SCA_and_Apps_20.1.8\bin\scancentral-worker-service>setupworkerservice.bat 20.1.0 http:/|
/fortify201.myhome.com:8280/scancentral-ctrl CHANGEME123!

KRR RE R KRR R R R RN R R R R RR KRR R RRR KRR XK KRR KRR R KRR RERK K

ICopyright 2608-2019 Micro Focus or one of its affiliates.

Running batch file for configuring the ScanCentral Worker service

3 3K K K KK K K R KK K o 3K K K K o 3K K S K o K K 5K K R K oK o 3K K K O o K KK K K R K KR K K R K Kk R K K

**please REVIEW and UPDATE the parameter values before running the script**

RELEASE_VERSION=20.1.0

'SCA_INSTALL_DII :\Program Files\Fortify\Fortify_SCA_and_Apps_20.1.@\bin\scancentral-worker-service\..\..
PROCRUN_PATH=C: \Program Files\Fortify\Fortify_SCA_and_Apps_20.1.0\bin\scancentral-worker-service\
ICONTROLLER_URL=http://fortify201.myhome.com:8288/scancentral-ctrl

WORKDIR=C:\ScancentraliWorkdir

WORKER_SERVICENAME=FortifyScancentrallWorkerService

Are you running the scriptgin.en Administrative command window and Have you reviewed and configured the values of all th|
e required parameters (Y/N)?yg

Type "Y" and hit Enter key.

Are you running the script in an Administrative command window and Have you reviewed and configured the values of all t
e required parameters (Y/N)?y
You chose: y

Configuring ScanCentral worker service...

The operation completed successfully.
JHOME=C: \Program Files\Fortify\Fortify_SCA_and_Apps_20.1.0\bin\scancentral-worker-service\..\..\jre

Creating work directory

A subdirectory or file ScancentrallWorkdir already exists.

configuring controller url..

configuring worker properties...

Deleting service (if it exists).

The specified service does not exist as an installed service.

Unable to delete 'FortifyScancentrallWlorkerService' serviceThe specified service does not exist as an installed service.
Failed to delete service

Installing service...

Script complete.

Waiting for © seconds, press a key to continue ...

C:\Program Files\Fortify\Fortify_SCA_and_Apps_20.1.@\bin\scancentral-worker-service>

Open Services.msc



o Services
File Action View Help
oo |FHEBo HE » 80w

r

£, Services (Local) || Name Description Status Startup Type Log On As

».C,;?; Encrypting File System (EFS) Provides the corefile ... Manual (Trigger Start] Local System

\’,',2; Enterprise App Management Service Enables enterprise ap... Manual Local Systermn

. Extensible Authentication Protacol The Extensible Authen... Manual Local System
FortifyScancentralWorkerService ScanCentral worker Automatic Local System

% Function Discovery Provider Host The FDPHOST service .. Manual Local Service

».i‘;’;Function Discovery Resource Publication Publishes this comput... Manual Local Service

{,;?;Geolocation Service This service moniters ..  Running  Manual (Trigger Start) Local System

».f,;?;ﬁuug\a Chrome Elevation Service Manual Local System

Open Properties of the FortifyScancentralWorkerService

FortifyScancentralWorkerService Properties (Local Computer) X
Gereral logOn Recovery Dependencies

Service name: Fortify ScancentralWorkerService

Display name: Fortify ScancentralWorkerService

Description: ‘ScanCerttral worker Service

Path to executable:
"C:\Program Files\Fortify"Fortify_SCA_and_Apps_20.1.0°bin"scancentral-w

Startup type: Automatic (Delayed Start) e

Service status:  Stopped
Start Stop Pauze Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: |

Cancel Foply

Set the Startup type as "Automatic (Delayed Start).

FortifyScancentralWorkerService Properties (Local Computer) *

General LogOn  Recovery Dependencies

Log on as:

(®) Local System accourt
[7] Allow service to interact with desktop

() This account: Browse...

Cancel Feply

In Log On> Local System account and Allow service to interact with desktop.

Click OK and Start the Service.



% Services — m] x
File Action View Help

e |F B HE » o

~

£ Services (Local) Name Description Status Startup Type Log On As
'-.'_':?;En(rypting File Systern (EFS) Provides the core file .. Manual (Trigger Start) Local System
L’:@;EnterprlseApp Management Service Enables enterprise ap... Manual Local System
L} Extensible Authentication Protocol The Extensible Auth Manual Local System
FortifyScancentralWaorkerService ScanCentral worker unni Automatic (Delayed Start)

% Function Discovery Provider Host The FDOPHOST service .. Manual Local Service
@;Function Discovery Resource Publication Publishes this comput... Manual Local Service
R.'_':?;Geolocation Service This service menitors .. Running  Manual (Trigger Start) Local System
'-.,':Q;Guug\e Chrome Elevation Service Manual Local System
@;Goog\e Update Service (gupdate) Keeps your Google so.. Automatic (Delayed Start)  Local System
'-.'_':?;Goog\e Update Service (gupdatem) Keeps your Goegle so.. Manual Local System

Open SSC go to SCANS@sors.

| « C (@ Notsecure | fortify201.myhome.com:B080/sse/hmi/sse/scans/cloud_scan/sensors v O

DASHBOARD SCANS  APPLICATIONS PC S  ADMINISTRATION

| sensors Fter by Al States oy | rrepr— . =
ScanCentral Hastname State Pool IP Address Last Controller Contact Start Time
Scan Requests 0O © Frortify201 Active Unassigned Sensors Pool 172.17.5128 06/02/2020 6:39:09 PM 06/02/2020 6:37:38 PM
Controller
Sensor Pools

Check the State of it.

Hosftname State Pool IP Address Last Controller Contact Start Time

®© Fortify201 Active Unassigned Sensors Pool 17217.5128 06/02/2020 6:39:09 PM 06/02/2020 6:37:38 PM

uuip 8
db6hccle-c333-46475-befb-13ecce93b320

start time @ Sensor data expiration @ Last Controller contact €@ Last activity @
06/02/2020 6:37:38 06/09/2020 6:39:09 06/02/2020 6:39:.09 workrequest

PM PM PM

SCA version @ ©perating system @ 0s version @ 0 architecture @
20.1.0.0158 Windows Server 2016 10,0 amd6d

VMname @ Total memery € Available processors @ stare @
9668@Fortify201 129 GB 3 Active

ASSIGN SENSORS

The Active State indicates that the sensor is running fine.

Configuring the ScanCentral Client

Open the €:\ Program
Files \ Fortify \ Fortify SCA_and_Apps_20.1.0 \ Core\ config \client .properties " and update

the client_auth token value as per the€:\ Program
Files \ Fortify \ Fortify_ScanCentral_Controller_20.1.0 x64 \ tomcat \ webapps\ scancentra

| -ctrl \ WEBINF\ classes \ config.properties file.

Q{ C\Program Files\Fortify'\Fortify_SCA_and_Apps_20.1.0\Core\confighclient.properties - Notepad++ [Administrator]

File Edit Search View Enceding Language Settings Toels Macre Run  Plugins  Window 7
sHHERGAsmkoeny| % EE ST EFIBAz®| @
B corfig propeties dlnworker.pmperties 4 [ client properties E3 |

# client shared secret, either plaintext password or password encoded by pwtoo
client_auth token=CHANGEME321!

(R S

13



Running a Simple Sample Saasing Build Tool

Change the folder to
C:\ Program Files \Fortify \ Fortify SCA and_Apps_20.1.0 \ plugins \ maven\ maven- plugin -

src \ samples \ EightBall  using CMD to test ScanCentral client.

C:\Program Files\Fortify\Fortify SCA_and Apps_20.1.@\plugins\maven\maven-plugin-src\samples\EightBall>scancentral -help
[Checking for updates... D—
[Already up to date.

Log files will be stored in "C:\Users\Administrator\AppData\Local\Fortify\scancentral\log" directory.

usage: scancentral [global options] command [command options]

(Global options
-help <command> Get help for the selected <command>.
Type "all' to see all command help
-ssctoken <token> Specify the SSC authorization token
-sscurl <url> Specify the SSC URL
-url <url> Specify the controller URL
-version Get the product version

Get the status of a remote scan job

Start a remote scan job

Download the result of a remote scan job

Cancel a remote scan job

Start or test a ScanCentral Sensor

Create a zip package of the specified project

Generate a settings file for additional SCA command-line arguments
Get the progress of the SCA scan

Run the below commant use mavan as build togl

scancentral - url http:/ffortify201.myhome.com:8280/scancentral - ctrl sta rt -btmvn

C:\Program Files\Fortify\Fortif \_and_ i src\samples\E. Ball>scancentral
ttp://fortify201.myhome.com:8288/scancentra

Downloaded from central: https://repo.maven.apache.org/maven2/org/apache/commons/commons-compress/1.19/cd
1.19.jar (615 kB at 31@ kB/s)

[INFO]

[INFO] BUILD SUCCESS

[INFO]

[INFO] Total time: 10.266 s

[INFO] Finished at: 2020-06-02T18:55:02+05:30

[INFO]

kPackaging project.

Compressing job files...

Uploading job...

Submitted job and received token: ©c921b8e-6bef-4c74-9df1-e6f9b53c8605

C:\Program Files\Fortify\Fortify SCA and_Apps_20.1.0\plugins\maven\maven-plugin-src\samples\EightBall>

Wait for the message "Submitted job and received token: .."

Go back to SS€ SCANS Scan Requests.

DASHBOARD ~SCANS  APPLICATIONS REPORTS ADMINISTRATION _‘.
Scan Requests Firer b -

=

Submirrer 1P address Scan arguments

SCA varsion © Sensor IP address © Semsors IVH O Pool @

CANCEL SCAN -

Validate the Build ID and Job token and Status of the job. Wait for few min let it to complete.




DASHBOARD SCANS  APPLICATIONS REPORTS  ADMINISTRATION

Scan Requests REFRESH Filter by All Statuses v
ScanCentr: ikd I Application Completion Y Scan
] jobtoken s DM g pplcate Submitter Hosiname  Pool  Queued Time ol Gueved S
Version Time Duration Duration
0c92... Scan Default  06/02/2020 06/02/2020
® N EightBall Administrator  Fortify201 _ 4s 39
BSOS IRy Completed Foal 6:55:03 PM 6:55:46 PM
Submitter IP address Scan arguments
nsor Pools 172.17.5128
Deom fortify.scaPhaseOHigherOrder. anguages=p
ythonsubyswiftiavascriptivoescript | |
Sensor Detail
win® SCA version @ Sensor IP address © sensors VM & Pool @
00000000-0000-0000-0000- 20.1.0.0158 17217.5.128 9668@Fortify201 Default Pool
000000000001
EXPORT ~
Log

Because this scaequestdoes ot have SSC URL configured hence it will not upload the resh#d-PR file
can be download from EXPORT dropdown.

The FPR file can be opened in AWB.

Running a Sample Scémm Visual Studio 2019

Open Riches DotN&olution in Visual Studio 20%9 Extensions> Fortify-> Options> ScanCentral
Settings.
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