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Installing ScanCentral Controller 

 
In the Download folder extract ScanCentral Controller zip file. 
 

 
 

 
 
Unzip the Fortify_ScanCentral_Controller_20.1.0_x64.zip. 
 

 
Move the "Fortify_ScanCentral_Controller_20.1.0_x64 " folder to C: \ Program 

Files \ Fortify  folder. 
 

 
Open the folder. 

 
Open server.xml  of tomcat \ conf  folder in Notepad++. 
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Note: In this server SSC and Jenkins is already running on port 8080 so, we need to change port of 
ScanCentral components i.e. 8280 else there will be a port conflict.  
 

 
 
Find the server port 8005, and change it to 8205. 
 

 
 

 
Find the port Connector port 8080 and change it to 8280. 
 
Note: In case you are planning to use SSL Port then make sure port 8443 is also change to some other non 
conflicting port. 
 
 
 
 
 

 
 
Save the file. 
 
Open the C: \ Program 

Files \ Fortify \ Fortify_ScanCentral_Controller_20.1.0_x64 \ tomcat \ webapps \ scancentra

l - ctrl \ WEB- INF \ classes \ config.properties  file in Notepad++. 
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Locate and fix the URLs. 
 

 
 
Save the File. 
 
 
 

 
Open CMD in ScanCentral_Controller's tomcat\bin folder. Make sure CMD is having Adminstrator privilidge. 
 

 
 
Run the command ς 
> service.bat install ScanCentralController  

 

 
Open services.msc 
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Find the new Apache Tomcat 9.0 ScanCentralController service. 
Make this service Automatic (Delayed Start). 

 
 
In Log On, change to "Local System account" and Enable "Allow service to interact with desktop". 
 

 
 
Start the service. 
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Start the Browser and connect to port 8280. The URL will be 
http://fortify20 1.myhome.com:8280/scancentral-ctrl  
  

http://fortify201.myhome.com:8280/scancentral-ctrl
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This message indicates that Fortify ScanCentral Controller is working. 
 

Configuring ScanCentral in SSC 

 
Now open SSC and login as admin. 
 
Open Administration -> Configuration -> ScanCentral. 
 
 

 
 
Enable the ScanCentral. 
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In the ScanCentral URL: http://fortify201.myhome.com:8280/scancentral-ctrl  
The Poll Period: 30 seconds 
Shared Secret: changeme 
Click Save. 
 
Note: if you want to use different Shared Secret then make the changes in the below file ς 
 

 
 
 
 

 
 

http://fortify201.myhome.com:8280/scancentral-ctrl
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Restart SSC's Tomcat. 
 

 
 
Login into SSC and click on SCANS -> Controller.  
 
Validate that the information from the config file displays in the screen. 
 

Configuring ScanCentral Sensor 

 
Now configure the Sensor ς 
 

 
 
Create a file as "C: \ Program 

Files \ Fortify \ Fortify_SCA_and_Apps_20.1.0 \ Core \ config \ worker.properties " and enter 
the text as above. 
 
Note: if you want to change the different token then you need to first change in the controller 
config.properties file then on worker.properties. 
 
Go to the folder "C: \ Program 

Files \ Fortify \ Fortify_SCA_and_Apps_20.1.0 \ bin \ scancentral - worker - service " open CMD 
as Administrator. 
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Create a folder named C: \ ScanCentralWorkdir   
 

 
 

 
 
The command will be  - 
setupworkerservice.bat 20.1.0 http://fortify201.myhome.com:8280/scancentral - ctrl 

CHANGEME123! 

 

 
 
Type "Y" and hit Enter key. 
 

 
 
Open Services.msc 
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Open Properties of the FortifyScancentralWorkerService 
 

 
 
Set the Startup type as "Automatic (Delayed Start). 
 

 
 
In Log On -> Local System account and Allow service to interact with desktop. 
 
Click OK and Start the Service. 
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Open SSC go to SCANS -> Sensors. 
 

 
 
Check the State of it. 
 

 
 
The Active State  indicates that the sensor is running fine. 
 

Configuring the ScanCentral Client 

 

Open the "C: \ Program 

Files \ Fortify \ Fortify_SCA_and_Apps_20.1.0 \ Core \ config \ client .properties " and update 
the client_auth_token value as per the C: \ Program 

Files \ Fortify \ Fortify_ScanCentral_Controller_20.1.0_x64 \ tomcat \ webapps \ scancentra

l - ctrl \ WEB- INF \ classes \ config.properties  file. 
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Running a Simple Sample Scan using Build Tool 

 
Change the folder to  
C: \ Program Files \ Fortify \ Fortify_SCA_and_Apps_20.1.0 \ plugins \ maven\ maven- plugin -

src \ samples \ EightBall  using CMD to test ScanCentral client. 
 

 
Run the below command to use mavan as build tool ς  
 
scancentral - url http://fortify201.myhome.com:8280/scancentral - ctrl sta rt - bt mvn  

 

 
 

 
 
Wait for the message "Submitted job and received token: .." 
 
Go back to SSC -> SCANS -> Scan Requests. 
 

 
Validate the Build ID and Job token and Status of the job. Wait for few min let it to complete. 
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Because this scan request does not have SSC URL configured hence it will not upload the results. The FPR file 
can be download from EXPORT dropdown. 
 

 
 
The FPR file can be opened in AWB. 
 
 

Running a Sample Scan from Visual Studio 2019 

 
Open Riches DotNet Solution in Visual Studio 2019 -> Extensions -> Fortify -> Options -> ScanCentral 
Settings. 


















